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i * Exchange + Active Directory
Migrate . PSTs/Archives + Windows Server
From: * Lotus Notes * GmalllG Drive

= Office 365 = SharePoint

“— Stay in Control

+ Backup and recovery

+ Reporting

+ User and group management

+ GPO management

+ AD health and availability

+ Office 365 license management

OneDrive
File shares
Box/Dropbox
Teams

Windows Server

Exchange

SharePoint

Skype for
Business

SQL Server
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Azure AD
Exchange Online
SharePoint Online
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OneDrive
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« Office 365 + SharePoint

Migrate To: - Active Directory = OneDrive for Business

+ Exchange + Teams

Assess permissions to identify
vulnerabilities

Audit and alert on suspicious
activity

Remediate vulnerabilities and
mitigate risk

Investigate and recover from
breaches
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Domain Controllers
Active Directory
Authentication Services
Defender
AD Queries
Lync

Logon Activity

MS SQL Server
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Authentication Activity
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+ Dynamic Access Control

Configuration Monitoring -

Connection Object

Event Description Severity
Custom AD Object Monitoring ‘Aciive Directory Share Added Greated when an Actve Directory share has been  Medium Logon Session Domain - Group Policy
added o a server g + Default Domain Policy\Computer Configuration'Windows Seftings\Security Seftings\Local
itori Active Directory Share Removed Greated when an Actve Directory share has been  High Policies\Audit PolicylAudit logon events
Custom Computer Monitoring i oraren - oem G K-'E__f‘o. it log
Cust G Monitori ‘Append Parent Changed ~ Created suffixes of the primary  Medium group P h v ~ .
ustom Group Monitoring DNS suffix option is changed. . Lcca! ‘Computer Policy\Computer Configuration\Windows Settings\Security Settings\Local
- Application Partion Repica Added Created when a DN for an appication partiton is added  Medium Policies\Audit Policy\Audit logon events
Custom User Monitoring 10 the msDS-hasMasterNCs atiribute of an ATDSDSA
object. § | NOTE: Authentication Activity events for servers are available with the Change Auditor for Logon Activity
DNS Service Applcation Parition Repiica Removed  Created when a DN for an appication parttion is High User auditing module. Activity events for require the Change Auditor for Logon
removed from the meDS-hashasterNCs aftibute of an Activity tion auditing module and agents to be deployed to the workstations to be.
DNS Zone nTDSDSA abject monitored.
‘Connection DNS Registration Option Created when the register connection in DNS option on  Medium
) Changed 2 network connaction is change:
Domain Configuration Connaction Object Added Greaad uhen an TOSComnecton ojct s aded o edhm Table 1. Authentication Activity events
e ettings container
Dynamic Access Control Connection Object Remeved Created when an nTDSConnection object s removed  Medium Event Description Severity
E 1 Conh " ) from the NTDS Setiings container ) User failed 10 log on interactively  Crealed when a user failed fo 1og on interaciively 1o @ compuler. Medium
orest Configuration Connection-specific DNS Suffie Changed :c.:?;:gwnen the connection-specific DNS suffic Medium Windows Event equivalent: 52914625
FRS Service Contents of DNS Server List Changed  Created when a DNS server is added of removed from  Medium User failed 10 log on interactively ~ Created when a user failed to log on interactively from a remote  Medium
he DNS server st from a remote computer computer
Group Policy ltem Conintsof DS Suff et Changed  Creaad hen  suft i ddd o femoved ot edim Windows Event: 52014625
" L Contents of WINS Server List Changed  Created when a server is added or removed from the  Medium User failed to perform a network  Created when a user failed to log on from a remote computer  Medium
Group Policy Object WINS server st logon from & remote computer  on the network. (Disabled by defaull)
P Securi Crtcal Link Failures Allowed Parameter  Created when the CriicalLnkFailuresAlioved Medium Windows Event equivalent: 528/4625
ecurity Changed parameter on a DC is changed. ) X
Defaul Gateway Changed Creatsd when the default gatsway changes ona  Low Userlogged on inferactively Created vhen 2 user successiully logged on interactively lo - Medium
NETLOGON Service netuork connection. ’
DHCP Disabled Created when DHCP is disabled on a network Low Windows Event equivalent: 528/4624
NTDS Service conmechon. NOTE: When logging onto a monitored Windows 2012 or 2012
DHCP Enabled Cested when DHCP is snaledan a etuork Low Rz server or a Windows 8 or 8.1 workstation, you may see
i i conmecton. additional events with Windows ManagerDWM-n in the who
Organizational Unit (QU) DIT Location Changed Created when e directory path of the DIT is changed. Low information. This is expected behavior because the logon is
: i i i being performed by the system.
Repiication Transport Domain Controller Added as Preferred  Created when a domain controler s configured asa  Medium
P Bridgehead Server :'::::\':: bridgehead server for a particular replication User logged on interacively from  Crealed 2 user logged on ively from -
Schema Configuration Domain Controller Moved to Another O Created when a domain controller is moved to another  Medium a remote computer aremote computer.
Windows Event equivalent: 528/4624
Site Configuration Domain Controller Removed as Preferred Created when a domain controle s femoved as 3 Medium User performed a successtul Crated when a user successfully logged on from a remote Medium

o ) ) Bridgehead Sever ke Aaad s o  aal g isbvork kogo o remei et onthe n sctded Ty ety

Site Link Bridge Configuration Domin Cantialer Senvics Pack Applid _ Crated when a s pack s appled o adomsin  Medum compuler Windons Event equivalent 54074624
controlier .

i il il User performed a successful Created when a user successfully logged into server through Medium
Site Link Configuration TR R ———— serparormed Siestod nen 2 user succeseily load ous
Subnets User performed a successiul Created when a user successfully logged into server through ~ Low

NTLM V2 logon NTLM V2. (Disabled by default)
SYSVOL

Quest

Table 1. Configuration Monitoring events

Domain Controller Authentication

quest.com | confidential

i | IMPORTANT: To capture Authentication Activity events, you must first enable (that is, set to
Success,Failure) the ‘Audit Logon evenls’ audit policy for all servers and workstations.
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# Edt.. | B High A Nedum @ Low | @ Ensble B Disable [ Default (D Knowledge Base... | i Print |
e it e = e i o (5 st el

Severity | Facility Name A status | License Type | subsystem | Results g

Click here to filter data... || @] ] [ [

J
® Low AD Query 2D Query Performed ® Enabled 2D Query 2D Query AU Results
® Low Authentication Activity User performed a successful NTLM V2 logon M Disabled Logon Activity User Logon Activity All Results

Medium Authentication Activity User failed to log on interactively ® Enabled Logon Activity User Logon Activity All Results
Hedium Authentication Activity User failed to log on intaractively from a remote computer ® Enabled Logon Activity User Logon Activity Al Results
Medium Authentication Activity User failed to perform a network logon from a remote computer B Disabled Logon Activity User Logon Activity All Results
Medium Authentication Activity User logged an interactively ® Enabled Logon Activity User Logon Activity Al Results
Medium Authentication Activity User logged on interactively from a remote computer ® Enabled Logon Activity User Logon Activity All Results
Medium Authentication Activity Uz rer e & Seressi) o = (T (remm & (e GomTriss B Disabled e T (o e All Results
Hhedium Authentication Activity User performed a successful NTLW V1 logon B Dicabled Logon Activity User Logon Activity Al Results
Medium [ : Au Services Computer Object Added @ Enabled Active Directory Active Directory All Results
Medium Authentication Services Monitoring Authentication Services Computer Object Attribute Changed ® Enabled Active Diractory Active Directory Al Results
Medium Authentication Services Monitaring Authentication Services Computer Object Deleted @ Enabled Active Directory Active Directory All Results
Medium Authentication Services Monitoring Authentication Services Computer Object Moved @ Enabled Active Directory Active Directory All Results
Hedium Authentication Services Monitoring Authentication Services Computer Object Renamed ® Ensbled Active Directory Active Directory Al Results
Medium Authentication Services Monitoring Authentication Services GPO Setting Changed @ Enabled Active Directory Active Directory All Results
Medium Authentication Services Mortoring NIS Object Added ® Enabled Active Directory Active Directory Al Results
Medium Authentication Services Monitaring NIS Object Attribute Changed ® Enabled Active Directory Active Directory Il Results
Medium Authentication Services Monitoring NIS Object Deleted @ Enabled Active Directory Active Directory All Results
Hedium Authentication Services Monitoring NIS Object Moved ® Enabled Active Directory Active Directory Al Results
Medium T o S o MIS Object Renamed @ Enabled e ey Active Directory All Results
Medium Authentication Services Monitoring Personality Object Added ® Enabled Active Diractory Active Directory Al Results
Medium Authentication Services Monitoring Personality Object Attribute Changed @ Enabled Active Directory Active Directory All Results
Medium Authentication Services Monitoring Personality Object Deleted @ Enabled Active Directory Active Directory All Results
Hedium Authentication Services Monitoring Personality Object Hoved ® Enabled Active Directory Active Directory Al Results
Authentication Services Monitoring Personality Object Renamed @ Enabled Active Directory Active Directory All Results

Authentication Services Monitoring UNIX GECOS Changed ® Enabled Active Directory Active Directory Al Results

Authentication Services Monitoring UNIX Group ID Number Changed for Group ® Enabled Active Directory Active Directory L Results

H ig h Level_?_l T e S L S UNIX Group ID Number Changed for User @ Enabled Active Directory Active Directory All Results
ot Authentication Services Monitoring UNIX Group Name Changed ® Enabled Active Directory Active Directory Al Results
= 80 H T o S T S UNIX Home Directory Changed @ Enabled e DrenEsy Active Directory All Results
Authentication Services Honitoring UNIX Login Name Changed ® Enabled Active Diractory Active Directory Al Results

Authentication Services Monitaring UNIX Login Shell Changed @ Enabled Active Directory Active Directory All Results

Medium Authentication Services Monitoring UNIX User ID Number Changed @ Enabled Active Directory Active Directory U Al Results
Hedium Authentication Services Monitoring UNX-Enabled Changed for Group ® Enabled Active Directory Active Directory Al Resuits
Mo rdin i Authantiralinn Sandrec Manitarine 1INIY Fnahlad Chanoed far |lcar B Frakled Artiva Niractars Arkive Nirartnns All Raciilc
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Start

File Edit Action View Help

@ Change Auditer [connected to MGMT1.questdemos.com - DEFAULT] as user [qdadmin (questdemos)]

| Critical Group Membership changes in last 30 days X

T AD Query
£ All Events
£ Authentication Services

- Azure Active Directory

£ Defender

£ Logon Activity

£ Office 265

- Recommended Best Fractice

[ Regulatory Compliance

5 Security

[ Access Control - Administrater Account Activity
[ Access Control - Administrater Group Activity
[ Access Centrol - File System

[ Access Management

[ Computer Activity

[ Critical GPO Changes

[ Domain Centroller Security

~[* Demain Security

[ Exchange

s Explorer View B Grid View | @ New * €@ Run... | & Hide Properties | I Print -

=7 Built-In

Drag a column header here to group by that column.

| Type | Alert | Report | Hame

Click here to filter data...

Shared Search

=14l |

[ Who |[ What |[ Where || When || Origin || Alert || Report

savel[ 5] Save As § © Run...

Search Name:

| Critical Group Membership changes in last 30 days

Search Description:

Search Limit: 50000 51 [ Refresh Interval: Minutes

Quest
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Ryan Patton Properties ? X

Organization Member Of COM+ @) Unix Account
General  Address  Account  Profle  Telephones  Delegation

Delegation is a security-sensitive operation, which allows services to act on

behalf of another user.
(O Do not trust this user for delegation
(®) Trust this user for delegation to any service (Kerberos only) | Info Whao | Where | | When | | GI'I'E'II'I | | Alert | |
S e, T ey Save As * @ Run... | + Add * + Add With Even
Use any authentication protocol
Services to which this account can present delec ial: Entit‘.l" .

Service Type  User or Computer Port Service N, =}

g Event Class

Object A

© user servicePrincipalMame changed

[J Expanded Add... Remove

o] [ | ] (G
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@ Change Auditor [connected to MGMT1.questdemos.com - DEFAULT] as user [qdadmin (questdemos)] -
File Edit Action View Help

Start || Overview X | Administration Tasks x| [N
2 ExplorerView B GridView | @ New @ Run... | &b Hide Properties | i Print -

B Security 4
by < Control - Administrator fice D% @ column header here to group by that column.
) Access Control - Administrater Gro \ Type | Alert | Report ~| Alert To | Alert Cc | Alert Bee

[ Access Control - File System
"5 Access Management

[ Computer Activity o iy
[ Critical GPO Changes L. Shared Search - - Group Membership changes in last 30 days

I Domain Contraller Security

I Domain Security

[ Exchange

!

" Group Management

[ Organizational Unit Management

[ Severity Based Changes

I Trust Activity

[ User Activity -

T ! St
What | [ Where | [ When [ Origin Report | Layout
Save Save As * @ Run..

L[] alert Enabled
Alert G

Click here to filter data... ] ] & A

SendAlertTo: [ sump [ wami smuTP Configure Email... ] smart Alert Enabled

History Search Limit: D Alert Custom Emil ? X

1 F| [ Minutes 88

To: |1

Ce: [

Reply To: [

=
Bec: [ |
=

Alert Subject: | Change Auditor #ALERT_TYPE® from %ALERT_COORDINATOR_NAMES: %ALER

(OSend Plain Text Email @ Send HTML Email Configure Body ...

L] addwmo ®To Oce OBee
[ Add users ®To Oce OBce
[ adamanzzers @To Oce OBee

Q U eSt quest.com | confidential Where Next Meets Now.




Start X Overview X|| Searches

Bl oo o]

Purge and Archive (0)
Private Alerts and Reports (6] | =
S0L Reporting Services (1) B

¥ Configuration @ add- 2 T Delete... | i Print -
Agent Hame
Coordinator Click here to filter data...

AD Protection Rale
Administrator Role
ChangeAuditor Cansumer Role

D Autherizations: Task

ot timn | e e

:::;x‘omnm‘sl)u'f)imem Member View Agent Statitics  Operstion
Clent Authentication Click here to filter data... View Audit Events E“)nnenadnn
Event Subscriptions (0) vanbasingen i Users/Changeuditor Consumers | [ Ve 547848 Bbjecs gg:::x::
Mame View Coordinatar Statistics 43 Operation
& Operator Role View Deplayment @ Operation
= Web Client Shared Gverviews Role View Layout G Operstion
Active Directory Protection Task View Origin @ Operation
AD Protection Task View Overview & Operation
Administrator Task View Searches & Operation
View ShowSQL & Operation
View ShowlhL @ Operation
S View Start Page & Operation
Wb Client Shaced Overieses Thsk View Web Overview Administraion 4 Operation
View Web Shared Overviews &5 Operation
&y Dperation
& Operstion
& Dperation
o [owmce & Operation
s

Description

View the agent statisics Tab (Ctrl-F11),
Allow viewing of Audit Events under Ad |
Allow enumerating and viewing of oble
Edit Comments Tab on Shared Search A |
View the coordinator statiséics Tab (Shi
View the deplayment Tab (CirLFE).

£t Layout Tab on Shared Search Alert,
Edit Origin Tab on Shared Search Alert
View the Overview Tab (Cirl-F9).

View the Searches Tab (CtrbF10)

Allow viewing of Shaw SQL tab under A
Allow viewing of Shaw XL tab under A
Allow Viewing of the Start Page festure
Allow viewing af the Shared Overviews.
Bllow viewing of Shared Overviews in
Allow viewing of SanicWALL Web Site T.
Edit What Tab an Shared Search Alert
Eit When Tab on Shared Search Alert
Edit Where Tab on Shared Search Alert
£t Who Teb on Shared Search Alert

) Change Auditor [connected to MGMT1.questdemos.com - DEFAUILT] as user [qdadmin (questdemos)]
Fil. Edit Action View Help

Start X | Overview X || Administration Tasks X || Searches X
Q Search Properties | = Event Details || /2 Print -

| Group Membership changes in last 30 days

Drag a column header here to group by that column.

What | [ Where | [ When || Origin| [ Alert || Report

[ severity | Time Detected | subsystem | Event | Computer | Actio
Click here to filter data. ] ] [ ]

Medium 2/18/2019 4:36 AM Active Directory questdemoes\DC1S Nested member removed from critical ent.. DC1 Delet

| W Hien 2/18/2019 4:36 Al Active Directory questdemes\DC1S Member removed fram critical enterprise  DC1 Delet

| Medium 2/18/2019 4:36 AM Active Directory questdemes\DC1S Nested member removed from critical ent_ DC1 Delet

High 2/18/2019 4:36 Al Active Directory questdemes\DC1S Member removed fram critical enterprise DC1 Delet

High 2H18/2019 4:36 At Active Directory questdemosiqdadmin Member added to critical enterprise group  DC1 Add o

| ® iz 241812019 4:36 AM Active Directary questdemasiqdadmin Member added to critical enterprise group D1 add A

| i 241812019 4:36 AM Active Directary questdemaziqdadmin Member added to critical enterprise group  DC1 Add A

B High 241812019 4:36 At Active Directary questdemasiqdadmin Member added to critical enterprise group  DC1 Add A

| ®Hien 211812019 4:36 At Active Dirsctary questdemasiqdadmin Member added to critical enterpriss group  DC1 Add A

§ Save As - @ Run © Preview Changes

Selected Columns Order By
_ ~
Time Detected o~
“ ADAM Instance Name Subsystem
ADAM Instance Port > User ?
ADAM Partition Name < Event <
AppFlow Source IP Address SIb
Attribute Name Action
Azure - Activity Details el
Azure - Activity Name/Operat._. Site
Azure - Activity Origin Domain
Azure - Activity Type Result ¥
Aviira - Cataonrs

@ inAGrd

quest.com | confidential
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Change Auditor [connected to MGMT1.questdemos.com - DEFAULT] a5 user [qdadmin (questdemos]] - O @ Active Directory Protection Wizard O %
File Edit Action Wiew Help
Start X || Overview X||Searches X |GG TEILRESS
2 Protection @ Add... # FEdit.. W Delete -] ff Print - (Optional) Select Accounts Allowed to Access Protected Objects:
=
Forest Template *‘ Status | Override Ace.. ‘ Objects ‘ Override Account
Active Directory (1) - Click here to filter data IE\ IEJ| Eﬂ E\ ® + Allow € Deny
ADAM (AD LDS) (0) Templat Enabled
Group Policy (0) M = Find: User, Computer, Group, ForeignSecuri |+
e Object Canonical | status | Object Class | Operations | scope Comout N
cati omputers - -
_— Click here to filter data... ] ] ] &) 5 i . Name Type
Exchange Mailbox (0) e Click here to filter data... [
Server questdemos.com/Users/Human_Resources @ Enabled eroup Create, Delete, Modify Attributes  This object only ForeignSecurityPrincipals
. . . K Administrator User
File System (0) Attribute Pratection eys 5
- Click here to filter data... Managed Service Accounts — ' H
Microsoft Exchange Security Groups = Allowed RODC Password Replication Group - Security Group =3
Protect All .
S Microsoft Exchange System Objects ceo User
Override Account Program Data Cert Publishers Security Group o
- Click here to filter data... System cio User =
& questdermnostAdministrator2 Users Cloneable Domain Controllers Security Group 2
~ & questdemos\Administrator Administrator xDefauh‘Account User-Disabled
gmin Nenmiad RONC Paccaunrd Renkeatinn Grapn © Securite Graon
Administration Account | 3 4
Click here to filter data... 36 ltem(s) found.
& questdemostAdministrator? v A Remove
- & guestdemos\gdadmin
& questdemos\Administrator |
questd Ad
;’ Configuration
Q Auditing
‘I =D fock et Conee!

Where Next Meets Now.
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@ Change Auditor [connected to mgmt1.qdlab.local - DEFAULT] as user [QDAdmin (QDLAR)]
File Edit Action View Help

start X|| Overview || Searches X|| All Active Directory Events  X|| Deployment x| [P LAt

/¥ Configuration (@ Add 7| # Edit... [l Delete... ¢ Refresh
Agent ArcSight subscription... | Last Event
Coordinator QRadar subscription... |E|
Purge and Archive (0) Splunk subscription...
Private Alerts and Reports (0) IT Security Search subscription...

S0L Reporting Services (0)
Report Layouts (1)

— () Event Subscription Wizard X
Application User Interface

Threat Detection I_I' | |_I Syslog"oEH—l g EE
X| <

On Demand Audit Provide the information required to send events to a Splunk instance.

[ ==

Event Subscriptions (0)

Destination URL

Specify where to send the event data.

For Splunk Enterprise use https: / /servi fevent
For Splunk Cloud use https:/ /inp! t]/ser fevent
Event Token

Specify the Splunk event token.

The event token is a unique identifier that is used to confirm that the destination URL is authorized to accept event data. The
token value s created during the Splunk instance configuration.

beto b | o= |

U eSt quest.com | confidential Where Next Meets Now.




Info || Who Where || When || Origin | [Alert | [ Report || Layout

Save [5) Save s~ @ Run... \+ Add ™+ Add With Events ~ [i] Delete Criterfa / Edit Event Class...

Entity | Exclude | Action(s) | Transports) | ort
[ Event Class False
Object *| Restriction

Local user added
UNIX-Enabled User Created
User added

User object added

Viral user created

Q U eSt quest.com | confidential
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ediu erity
& Whe: THUNDERREALM‘Administrator (© When: 9/17/2020 10:07:18 AM
& Where: DCO1 Source:  Change Auditor [T Origin: thunderwks.Thunderrealm.com...
% What: nTDSDSA Thunderrealm.com/Configuration/Sites/Default-First-Site-Name /Servers/ THUNDERWKS/NTDS Settings changed @ Result: Success
@Mﬂve Directory Action:  Delete Object Facility: ~ Custom AD Object Monitoring
Class: [ nTDSDSA Attr: Authentication: Kerberos
Port: 389

Object: ~ Thunderrealm.com/Configuration/Sites/Default-First-Site-Name/Servers/THUNDERWKS/NTDS Settings

ledium Severit

&£ Who:  THUNDERREALM\Administrator (© When: 9/17/2020 11:38:42 AM.
@ where:DCOI Source:  Change Auditor [T origin: thunderwks. Thunderrealm.com...
B What: servicePrincipalName attribute was changed for computer T prise/Computers/Uni STHUNDERWKS @ Result: Success
@ Active Directory Action:  Add Attribute Facility: ~ Custom AD Object Monitoring
Class: computer Attr: servicePrincipalName Authentication: Kerberos
Object:  Thunder Enterprise/Computers/United: THUNDERWKS Port: 389
From: |<Not Set-
To: |GC/thunderwks. Thunderrealm.com/Thunderreaim.com

U eSt quest.com | confidential Where Next Meets Now.
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@ Change Auditor [connected to MGMT.questdemos.com - DEFAULT] a5 user [qdadmin (questdemos)] - o x
File Edit Action View Hslp
| overview x| | | critical Group Membership changes in last 30 days X
E fo)
B E Ho|E{e| D
|
ESl =2
S =

s Explorer View B Grid View | @ New * €@ Run... | & Hide Properties | I Print -
Lol Drag a column header here to group by that column.
~| Alert To

51 Builtln
7 AD Query

£ Ml Events | Type | Alert | Report | Hame
£ Authentication Services

5 Azure Active Directory

7 Defender

7 Logen Activity

57 Office 365

5 Recommended Best Fractice
7 Regulatory Compliance

=7 Security
~[*7 Access Control - Administrator Account Activity

~[*7 Access Control - Administrator Group Activity
~[*2 Access Control - File System
-3 Access Management
-5 Computer Activity
~[5 Critical GPO Changes
[+ Demain Controller Security
-5 Demain Security
~[*7 Exchange
| ]

=
- e
X

Alert |[ Report ut

Click here to filter data...

Shared Search

[ Who |[ What |[ Where || When | Origin

savel[ 5] Save As § © Run...

Search Name:
| Critical Group Membership changes in last 30 days

Search Description:

A search Limit: 50000 51 [ Refresh Interval: ljl Minutes

Where Next Meets Now.
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. Machine Learning o
Betector
lc}
Nginx access visitor rate Refres| Fore
- Single time series analysis of cardinality source.address 1@ show model bounds (@ annotatiens
= Zoom: auto 12h 10 Tw 2w 1M (aggregation inferval: 15m, Bucket span: 15m)
abs -
- %
HENZ SIEMO]| s
_o i 1600
o5k HO|EE @ e
= [ =] .
x_" @ 1,200
1000
H 800
2 600
. 400
o
200
o 2017-02-27 00:00 2017-03-01 00:00 2017-03-02 00:00
s M
& A
05 y i
@ 20176208 000 Brute Force Authentication | Heury () < Indicator 2012 x
@ Indicator Abnormal Logon Time PROD\KAndiric has Iogged on in an abnormal time
M . Contribution to SMART 50%
Anomalies Anomaly Value 2018-02-01T05:24:027
Soverity theeshold f— Datasource Authentication
warming g Ato N Logon Time Baseline
Mondey oo Wednesdey oay Frivey sonrony
3 Aol ogen Teme oL TOS 2402 T
time severity < de |
2)  swiege Faled urhenc |
> Fabruary 27th 2017 .97 Ngif 2 |
= Time Detected User Deseription Computer Destination Result  Site
B 0UUIEIS0S24M  PRODHKARiKlc  USER FAILED O ALTHENTICATE THROUGH KERSERDS  gyjuzzgss [ T —
02101052652 PRODAKARARE  LSER_FALED,TO_AUTHENTICATE THROUGH KERBEROS  Ryjkerghd g shvwins  Windows Server 2012 B2 Standard  DOMIGEA03 srgtsininus  Fafed
B OUUIEIS0S24T  PRODHKARKlE  USER FAILED TO_ALTHENTICATE THROUGH KERSEROS  gyjezzgss OGRS surg ot s Fated
100 o ez o Do loagfaiems
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GPOADmMiIn Client

Powershell CMDLTs

GPOADmMmin Service ~

ADAM/AD File share/SQL

Q U eSt quest.com | confidential Where Next Meets Now.
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¥ Rollback Group Policy Object Settings

=  Rollback Group Policy Object Settings

user NETLABYWAdminiskrator, Are vou sure?
—Rollback Settings Options

This will roll back the settings For the Group Policy Object MetPro
SecurityManager Template' ba the version created on 4512006 2:59:18 PM by

i~ Create a new version of the GPO with these settings

{* Raolback the settings to this version, and delete any newer versions

Flease enter a comment For this rollback:

The previous setting change was in conflick with one of the required financial
application settings., See support tickst # NPHQ-TS-791235 For more details.|

Quest

Where Next Meets Now.
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. Edit Workflow ~ M) Cloak

Group Policy Objects in NPPM.LOCAL

Lok,

Reqgister J Reports - ([H0)5

| Register Skatus | ersion |

Quest

Check Out: Corporate Users GPO

Enter a comment for this action

Reqistered 5.1
y ADMINS POLICY Reqistered 1.2
'-3; Corparate Users GPO Registered 7.0
‘} Default Domain Controllers Policy Reqistered 2.0
'; Default Domain Policy Registerad 2.0
r;- LoopBack Policy
’} Policy Preferances Registered 1.1
r;- Service Accounts Palicy Registered 1.0
T TEST Registered 1.1
r—; TEST LOGON SCRIPT

_,
2t

C

LCancel

Where Next Meets Now.



slAl 7|5 _ =01 7|8k Workflow

Request Review Approve

Workflow Actions

Create GPO Approve Approve

Approve? Approve?

Edit GPO Links View
Details

View
Details
Edit GPO Settings

Comments
Rollback GPO Email

Comments
Email

Cloak/Uncloak GPO Rejection Rejection

Lock/Unlock GPO

Monitor/Unmonitor
GPO

GolbkSWLE

Q U eSt quest.com | confidential

Commit

Immediate
Schedule
Email
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%) Differences Report s} X
p Policy Object Difference Report
Corporate Users GPO (WorkingCopy-Cloaked) f;—-m
Wih Default Domuain Policy (Live) s 3 dd L
Data coliscted om 11252016 521 AN 6 teme changed
General
Name Corporate Users GPO Oefauk Domain Polcy
Version WorkingCopy-Cloaked Lve
Creation Time Friday, Novermber 25, 2016 S Thorséay, Noverber 3, 2016 9:52:31 AM
Modiied Time friday, November 25, 2016 5, Friday, November 25, 2016 -
Read Trma Friday, November 25, 2016 5:21:38 AN Friday, Novernbar 25, 2016 5:21:50 AW
| Identfar { A908)  (3182F )3
Donain Gpoadmn2016 dev hal.ca.gsit GPOADMN2016.devhalea gshc
Owner
I i i v [ e pw by ()
Name Unchanged GPOADMIN2016 W dmnastratar GPOADMINZ016\adminstrater
$°1-5-21-4258997) 7- 2 743-2570352427-
fand Unchanged 4241420526500 4241420526500
Security Filtering
»ﬂwmn MName & Trastee
£ & coriaboal (12700.) 3 ik Name Removed GOOADMIN2016\administrator
b OcfoDonanbabey | pap 5:1-521-4258997743-2570352427-
) e . 10 Removed 41420526-500 |
R £ Trustee
- G ey Namae Added NT AUTHORITV \Aushenticated Users
I ok | s Added $-1-511 |
rch Fokders
@ ) Seorchr =N WHI Filter
ALEne ) * Delegation
. | | Status | Comperate Users 65O (WorkingCopy- | Defauli Domain Policy (Live) \
Fropertes Permizsion
o Nama Unchanged GPOADMINZO16\administrator GPOADMINZO16\adminstratar
& Alowed Permasions Unchanged €de, defete, modify security £dt, delete, madiy securty
Deete Alowed Permissions Changed Apphy Group Policy £dr. dolete, moddy security
Rename « » Inherted 1 cha o _No
e I“:; 5 Name NT AUTHORITY \Authenticated Users v
- Aforied Permasinns Apply Group Poky
al fn 4
e | Pint Save As Close.

U eSt quest.com | confidential Where Next Meets Now.



HY Js-GPO=d A ES

Group Policy Managemenkt

g@ Eile Action Wieuw wtindoy Help

= = EmE e | F |2 m

EE Group Policy Management
EI_!.ﬂl Faresk: Metlab.com
E-@ Domains & Refresh Compare F_"] Edit |_|i Manitor I_ﬂ Cloak I 1\ Lock |

Group Policy Objects in Metlab.com

= @ hietlab. zom Marne | User | Monitored l Locked l Cloaked
lgf' Dr=Fault Domain Policy — - -
{&3] Domain Controllers l::lh Defaule D-:uma!n Cnl_'utrollers Folicy Yas VEs Mo
= % Group Policy Objects .::lh Default Domain Policy e Mo Mo
- E% Default Domain Controllers Policy ‘:'i_-'h Finance Yes Mo Mo
JE¥ Default Domain Policy n.:_.l MetPro SecurityManager Templake Yes Mo Mo
y Finance 2y Mew Group Policy Object Vs Mo Mo
y MetPro SecuribvManager Termplake L Menws Group Policy Objectz Yas Mo Mo
v Mew Group Policy Obiject -." Test- Office 2003 Policy
- Mew Group Policy Objeckz
,‘ Test- Office 2003 Policy
- % WM Filters

Q U eSt Where Next Meets Now.
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=2 SX XS

File Action View Help

e« 2w = Hem

ZF GPOADMIn
v A gpoadmin2016.dev.hal.ca.qsft - Conn,

> @ Live Environment

v (3 Version Control Root

& Regions
5> 18/ LostAnd Found
§@ Protected Settings Root

> [ Reports
5> O Search Folders

Name

-
|
+ [B Regions Properties
|

Type  Version Status  Pending Action

(D) General  {} Secuiy (v) Approvals 3l Notfications (% Remediation @ Protes ¢ | |

’ Type: Contaner
Name: Dasi

#2, Managed By X
Managed

Tiustee:
Contains: [m s |
Gt
Modified: oK ‘ v

GPOADmInID: {a07/db42-25826-4478-a987-822537e581¢3}

0K Cancel

quest.com | confidential
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End user

715 -AD B2EA

A
=

ol

o

ol
g
4
K

SA

w7

jol

LHO

Azure AD
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= 7 o
Active Directory / Azure
Exchange / Office 365

SharePoint / Online

Skype for Business

Quest

W Active Roles [demoapp.demolab.com]

4 ﬁ? Configuration
p 3 Access Rules
4 &) Access Templates
& _Special
4 8] Active Directory
&) Advanced

b &) Best Practices for Delegating Ac

p 3 AD LDS (ADAM)

p &) Authentication Services Integration
) Azure

b & Builtin

b &) Computer Resources

b & Configuration

p ) DEMOLAB

4 %) Exchange
p &) Advanced

b & Skype for Business Server
&) User Self-management

quest.com | confidential

ZE| X e E AYE S 22}

Name

& Users - Read/Write Account Information
§\_ Users - Read/Write Account Restrictions
‘s’i\ Users - Read/Write Dial-In Properties

§\ Users - Read/Write General Information

B\ Users - Read/Write Legoen Information

B\, Users - Read/Write Organizational Information
R Users - Read/Write Personal Information
$\, Users - Read/Write Phone and Mail Options
$\\ Users - Read/Write Profile Properties

§\ Users - Read/Write Public Information

& Users - Read/Write Web Information

‘3’\ Users - Read/Write WTS Properties

‘E’\ Users - Rename

& Users - Reset Password (Extended Right)
‘& Users - Run Check Policy (Extended Right)
%\, Users - Undo Deprovision

$\, Users - Undo Deprovision - Deny

Where Next Meets Now.
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CUA ey N HHT AR
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° El*l’ —T'|:|'E_| ~\\
\\\
A
ZTZH|AHY Cl-Z2H| ML On prem AD
QE AN Xtz MM /& AE Xtz M A

) g

03652 Cloud”|Ht SaaSAMH| A E X| 2

IUEeSL
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=

=

Notification of managed object excess (Template)
By copying this template workflow, you can create an automation workflow that checks the number of managed objects in a certain area and sends e-mail notification if that
number exceeds a certain threshold. Use the "Copy" command on this template workflow to create a new workflow definition, and then adjust the workflow parameters and
configure the notification activity in the newly created workflow definition. You cannot make changes to the template workflow.

ATh's workflow is disabled.

Drag activities to the surface on the right.
Type a name to find i 7 <

Basic activities
as If-Flse

Object management

! Active Roles Community

Notification
£ Script

W | Workflow options and start conditions

Count exceeds the threshold

[-] Send notification

(0]

= Check object count

v : v

No excess

Drop Activities
Here

Run Workflow Save Changes Discard Changes

quest.com | confidential
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= Active RolesLiO| M E st I E HA 7|5 HHE HS

2E 87 J|2Ye MBOR XKl

2ot 8L Ol7r 24

N
or

Views || Tree & Reto Bachmann - Zuerich

Home:

Active Directory / oneidentity.lab / PROD / EMEA / CHE Users
* Built-in

DI tanagement

Active Directory Previous page  Page 1 Next page

Ma ed Units.
Customiz AD LDS +  Operation summary
rval Automation Workflows + Operation ID: 1156
S homse User 11/6/2016 B:10:13 PM (UTC
Requested 11001
« Personal Name: Reto Bachmann « Zuerich (oneldentity. lab/PROD/EMEA/CHE /Users) ' e
=nlE nones Requested by: ONEIDENTITY\Administrator
o You have no personal Views Completad:  11/6/2016 8:10:14 PM (UTC)
elp
Property Otd value Mew value
Telephone Number (telephoneNumber) <not set> "+A1791234567
Status: COMPLETED
+

Oporation ID: 1-152
Requested:  11/6/2016 B:06:53 PM (UTC)
flequested by: ONEIDENTITY\Administrator

Change User
Hame:  Reto Bachmann - Zuerich (oneldentity.lab/PROD/EMEA/CHE /Users)

Reason:  <none>

Completed:  11/6/2016 8:07:03 PM (UTC)
Property 0ld valuo Haw value
edsaadminGroup (edsaAdminGroup) ‘Exchange Administrative Group ‘CH=Exchange Administrative Group

(FYDIBOHF235PDLTY (FYDIBOHF23SPDLT),CH=Administrative
Groups, CN=Oneldentity, CN=Microsoft
Exchange,CN=Ser ...
Create User Mailbox <not set> true’
(edsaCreateMsExchiailbox)

Status: COMPLETED
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